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Chapter 1 Preliminary
Part 1 Introductory

(s 1]

Information Privacy Act 2009

An Act to provide safeguards for the handling of personal
information in the public sector environment,—and-to—allow

accessto-and-amendment-of personal-information

Chapter 1 Preliminary

Part 1 Introductory

1 Short title
This Act may be cited as the Information Privacy Act 2009.

2 Commencement

This Act commences on a day to be fixed by proclamation.

3 Object of Act
(1) The primary object of this Act is to provide for—_the fair
collection and handling in the public sector environment of
personal information.
the .mﬂ EEH%E;*EH Emd] l'mgﬂdlmg' m; Ehgl public—secier
e T e e L e

)

B b b
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[s 4]
| blie_i . | 1 |
(2) The Act must be applied and interpreted to further the primary
object.
4
5
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6 Scope of personal information under this Act

This Act applies to the collection of personal information,
regardless of when it came into existence, and to the storage,
handling, accessing, amendment, management, transfer, use
and disclosure of personal information regardless of when it
was collected.

7 Relationship with other Aetsprohibiting-disclosure-

oflaws regulating personal information

1) a : ” | . E ol
prohibitingThis Act is intended to operate subject to the
disclosure of  persosal—information—Hhewever

deseribed)-other Acts regulating—
Notes—
L The Pasli  dore 1l Lint i on the_di

Current as at [Not applicable] Page 5
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[s 8]

Not authorised

(a) the collection, storage, handling, accessing, amendment,

management, transfer and use of personal information;
or

(b) the disclosure, within the meaning of section 23, of
personal information.

(2) Otherthanasprovidedforinsubsection{HWithout limiting
subsection (1), the operation of QPPs 6.1 and 6.2(d) and the
permitted health situation mentioned in schedule 4, this-Aetis
intendedsection 5 do not override any law with respect to

operate—subjeet—toassisted and substituted decision-making,

including, for example, the 154
to—Guardianship and Administration Act 2000 and Powers

of Attorney Act 1998.
and

() the disel within_d . f seetion 23— of

Relationship with other Acts regulating disposal of
information

This Act does not affect the provisions of other Acts
regulating the disposal of information (however described).

Note—
See, for example, the Public Records Act 2002, section 13.

Page 6
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[s 10]

10 Act binds State
This Act binds the State.

Part 2 Interpretation

11 Definitions

The dictionary in schedule 5 defines particular words used in

this Act.

12 Meaning of personal information

Personal information means information or an opinion about
an identified individual or an individual who is reasonably
identifiable from the information or opinion—

(a) whether the information or opinion is true or not; and
(b) whether the information or opinion is recorded in a

material form or not.

Current as at [Not applicable]
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Part 2 Interpretation

[s 13]
13 Meaning of held or holds in relation to personal
information

Personal information is keld by a relevant entity, or the entity
holds personal information, if the personal information is
contained in a document in the possession, or under the
control, of the relevant entity.

15 Meaning of document

In this Act, a document does not include a document to which
the privacy principle requirements do not apply.

16 Meaning of document to which the privacy principles
requirements do not apply

In this Act. a document to which the privacy principle

requirements do not apply means a document mentioned in
schedule 1.

Page 8 Current as at [Not applicable]
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18

ForthiAct—otherthuntorchapter 3—adocument-docs—rot
nelude o d hich the ne o einles d

Meaning of agency-etherwise

€]

3)

Eorln this Actrother-thantorchapter3, an agency means—
(a) a Minister; or

(b) adepartment; or

(c) alocal government; or

(d) a public authority.

However. in this Act, agency does not include an entity to

which the privacy principle requirements do not apply.

hovrorer o b et oiher phas Lo ohpiop o roeney—choes
el . hich ¢l ) einles d

apphy-

For this Act—

(a) a board, council, committee, subcommittee or other
body established by government to help, or to perform
functions connected with, an agency is not a separate
agency, but is taken to be comprised within the agency;
and

Current as at [Not applicable] Page 9
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[s 19]

20

21

(b) a reference to an agency includes a reference to a body
that is taken to be comprised within the agency; and

(c) areference to local government includes a reference to
the Wide Bay Water Corporation.

(4) In this section—

entity to which the privacy principle requirements do not
apply means—
(a) an entity mentioned in schedule 2, part 1; or

(b) an entity mentioned in schedule 2, part 2 in relation to
the function mentioned in that part.

At o omtits o which the privacs princinos
apply means

o) ) ) ) ’ ) )
he £ Y . il ‘f

Special provision about application of Act etherthanch-3-
to a Minister

b If a provision of this Act applies to a Minister, the provision
applies only for acts done, or practices engaged in, as the case
may be, in the Minister’s capacity as a Minister in relation to
the affairs of an agency administered by the Minister.

(2)  Subsection (1 does not apply to chapter 3. or to any other

. o | i lies for d . of
chapter3-

Meaning of public authority

(1) In this Act, public authority means any of the following
entities—

Page 10
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[s 21]

Note—
Under the Acts Interpretation Act 1954, schedule 1—
entity includes a person and an unincorporated body.
(a) an entity—
(i) established for a public purpose by an Act; or
(i) established by government under an Act for a

public purpose, whether or not the public purpose
1s stated in the Act;

(b) an entity created by the Governor in Council or a
Minister;

(c) another entity declared by regulation to be a public
authority for this Act, being an entity—

(1) supported directly or indirectly by government
funds or other assistance—or—over—which
government is—in—a—peosition—to—exereise
controlassistance; or

(ii) over which government is in a position to exercise
control; or

(ii1) established under an Act; or

(3#1v)given public functions under an Act;

(d) subject to subsection (3),—a—person—helding—an—office
establishedunder-an-Aet;5), a person holding an office

established under an Act;

(e) aperson holding an appointment—

(1) made by the Governor in Council or Minister
otherwise than under an Act; and

(i) declared by regulation to be an appointment the
holder of which is a public authority for this Act.

(2) Despite subsection (1), public authority does not include an
entity established by letters patent.

Current as at [Not applicable] Page 11
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[s 22]

3)

(24)

(33)

(46)

For subsection (1)(c). an entity may be declared by regulation
to be a public authority for this Act in relation to only a part of
the entity’s functions.

A prescribed entity is not a public authority in relation to
documents received, or created, by it in performing a function
other than the public function given under an Act.

A person is not a public authority merely because the person
holds—

(a) an office the duties of which are performed as duties of
employment as an agency’s officer; or

(b) an office of member of a body; or

(c) an office established under an Act for the purposes of an
agency.

In this section—

prescribed entity means an entity that is a public authority

only because it is given public functions under an Act and is
declared by regulation to be a public authority for this Act.

Page 12
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Part 2 Interpretation

[s 23]

23 What it means to disclose personal information and to
use personal information

”.”S.S%l eEﬁ'e” apphies—tor—the—appheation—ol—the—prvacy

(21) An entity (the first entity) discloses personal information to
another entity (the second entity) if—

(a) the second entity does not know the personal
information, and is not in a position to be able to find it
out; and

(b) the first entity gives the second entity the personal
information, or places it in a position to be able to find it
out; and

(c) the first entity ceases to have control over the second
entity in relation to who will know the personal
information in the future.

(32) An entity uses personal information if it—

(a) manipulates, searches or otherwise deals with the
information; or

Current as at [Not applicable] Page 13
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Chapter 1 Preliminary
Part 2 Interpretation

[s 24]

(b) takes the information into account in the making of a
decision; or

(c) transfers the information from a part of the entity having
particular functions to a part of the entity having
different functions.

(43) Subsection (3)2) does not limit what actions may be use of the
personal information.

(54) However, use of the personal information does not include the
action of disclosing the personal information to another entity.

i ﬁ
|

24 References to doing an act or engaging in a practice
In this Act, a reference to doing an act or engaging in a

practice in contravention of a requirement includes a reference

to a failure to act or a failure to engage in a practice in
contravention of the requirement.

Page 14 Current as at [Not applicable]
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Chapter 2 Queensland privacy principles
Part 1 Compliance with QPPs by agencies

[s 26]

Chapter 2 PrivacyQueensland privacy

principles
Part 1 Compliance with IPPsQPPs by
agencies
26 Queensland privacy principles
(1) Each Queensland privacy principle (QPP) is set out in
schedule 3.
(2) In this Act, a reference to a QPP followed by a number is a
reference to the provision of schedule 3 having that number.
26 Inf tion Pri Princiol
The Iné o Pri Princin] i cchedule 3.
27 Agencies to comply with IPPsQPPs

(1) An agency, other than an APP entity, must comply with the
QPPs.

Note—

For the application of the Act in relation to a Minister, see also section
20.

(2) Without limiting subsection (1), the agency must not do an act
or engage in a practice that contravenes, or is otherwise
inconsistent with, a requirement of a QPP.

T e e e
IPPs.

Current as at [Not applicable] Page 15
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Chapter 2 Queensland privacy principles
Part 1 Compliance with QPPs by agencies

[s 28]

(3) An act or practice mentioned in subsection (2) includes any
act or practice relating to the agency’s collection, storage,
handling, accessing, amendment, management, transfer, use
or disclosure of personal information.

(4) In this section—

APP entity means an agency that is required to comply with
the APPs.

28 Noncompliance with particular IPPsQPPs

(1) An agency is not required to comply with a prescribed
IPPQPP in relation to an individual’s personal information if
the information is related to or connected with personal
information of the individual that has previously been
published, or given for the purpose of publication, by the
individual.
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2)

In this section—
prescribed QPP means QPP 6 or 10.2.

publish. for personal information, means publish the
information by way of television, newspaper, radio, internet or
other form of communication.

29 Special provision for law enforcement agencies

ey

2)

A law enforcement agency is not subject to HPR-2,QPP 3.6, 95,
106 or ++10.1, but only if the law enforcement agency is
satisfied on reasonable grounds that noncompliance with the
HPPQPP is necessary for—

(a) if the enforcement agency is the Queensland Police
Service—the performance of its activities related to the
enforcement of laws; or

(b) if the enforcement agency is the Crime and Corruption
Commission—the performance of its activities related
to the enforcement of laws and its intelligence functions;
or

(c) if the enforcement agency is the community safety
department—the  containment,  supervision  and
rehabilitation of offenders under the Corrective Services
Act 2006 and the supervision of prisoners subject to
supervision orders or interim supervision orders under
the Dangerous Prisoners (Sexual Offenders) Act 2003,
or

(d) 1if the enforcement agency is any other law enforcement
agency—the performance of its responsibility
mentioned in schedule 5, law—enforcement-ageneylaw
enforcement agency, paragraph (b)(iv), including the
conduct of proceedings started or about to be started in a
court or tribunal in relation to the responsibility.

In this section—

intelligence functions means the functions mentioned in the
Crime and Corruption Act 2001, section 53.
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Part 32 FransferDisclosure of personal

information outside Australia

| 33 TransferDisclosure of personal information outside

Australia
| An agency may transferdisclose an individual’s personal
information to an entity outside Australia only if—
| (a) the individual agrees to the transferdisclosure; or
| (b) the transferdisclosure is authorised or required under a
law; or

(c) the agency is satisfied on reasonable grounds that the
| transferdisclosure is necessary to lessen or prevent a
serious threat to the life, health, safety or welfare of an

individual, or to public health, safety or welfare; or

(d) 2 or more of the following apply—
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Part 43

@

(i)

(iii)

@iv)

the agency reasonably believes that the recipient of
the personal information is subject to a law,
binding scheme or contract that effectively upholds
principles for the fair handling of personal
information that are substantially similar to the
”2'2!‘ eF’ it‘ the (igeﬁefz iS ri he(ilth iigeﬂeiz, the
NPPsQPPs;

the transferdisclosure is necessary for the
performance of the agency’s functions in relation
to the individual;

the transferdisclosure is for the benefit of the
individual but it is not practicable to seek the
agreement of the individual, and if it were
practicable to seek the agreement of the individual,
the individual would be likely to give the
agreement;

the agency has taken reasonable steps to ensure
that the personal information it transfersdiscloses
will not be held, used or disclosed by the recipient
of the information in a way that is inconsistent with

the H2Pv-or—ttheavencv—is—t-hetth—aveneyv—the

Compliance with parts 1 to-
3and 2 and s 41 by contracted
service providers

34 Meaning of service arrangement

(1) In this Act, a service arrangement is a contract or other

arrangement entered into after the commencement of this
section under which an entity other than an agency (the
contracted service provider) agrees or otherwise arranges
with an agency (the contracting agency) to provide services.

(2) For subsection (1)—
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(a)

(b)

(c)

the services must be for the purposes of the performance
of 1 or more of the contracting agency’s functions; and

the services must be provided either—
(1) directly to the contracting agency; or

(i1) to another entity on the contracting agency’s
behalf; and

the contracted service provider must not be in the
capacity of employee of the contracting agency in
providing the services.

35 Binding a contracted service provider to privacy
prineiplesprinciple requirements

(1) An agency entering into a service arrangement must take all
reasonable steps to ensure that the contracted service provider

is required to comply with partt-er2-andpart3parts | and 2
and section 41, as if it were the agency, in relation to the

discharge of its obligations under the arrangement.

2)

3)

However, the agency must comply with subsection (1) only

if—
(a)

(b)

the contracted service provider will in any way deal with
personal information for the contracting agency; or

the provision of services under the arrangement will
involve—

(i) the transfer of personal information to the
contracting agency; or

(i) the provision of services to a third party for the
contracting agency.

The agency is not required to comply with subsection (1) if—

(a)

(b)

the contracted service provider is to receive funding
from the contracting agency; and

the contracted service provider will not collect personal
information for the contracting agency; and
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36

“4)

(c) the contracted service provider will not receive any
personal information from the contracting agency for
the purposes of discharging its obligations; and

(d) the contracted service provider will not be required to
give the contracting agency any personal information it
collects in discharging its obligations.

Subsections (1) to (3) are not intended to limit what may be
provided for in a service arrangement about the contracted
service provider’s collection, storage, handling, accessing,
amendment, management, transfer, use or disclosure of
personal information, whether or not the contracted service
provider is a bound contracted service provider.

Bound contracted service provider to comply with
privacy prineiplesprinciple requirements

ey

2

3)

“4)

A bound contracted service provider under a service
arrangement must comply with partt-er2-and-part3parts |
and 2 and section 41 in relation to the discharge of its
obligations under the arrangement as if it were the entity that
is the contracting agency.

The requirement to comply under subsection (1) continues to
apply to the bound contracted service provider in relation to
personal information it continues to hold after its obligations
under the service arrangement otherwise end.

A bound contracted service provider’s compliance with part+
or—2—and—part3the privacy principle requirements may be
enforced under this Act as if it were an agency.

Subsections (1) to (3) are not intended to prevent a service
arrangement from including a requirement for the contracted
service provider to comply with all or part of the privacy
principles even though this part does not require that the
service arrangement include the requirement.
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37 Contracting agency to comply with privacy principles if
contracted service provider not bound

ey

2)

This section applies if a contracted service provider under a
service arrangement is not a bound contracted service
provider because the contracting agency under the service
arrangement did not take the steps required of it under section
35.

The obligations that would attach to the contracted service
provider if it were a bound contracted service provider attach
instead to the contracting agency under the arrangement.

Part 5 Provision of information to
Ministers

38 Personal information relevant to portfolio responsibilities
An agency does not contravene the requirement under this Act
that it comply with the HPPs—er NPPsQPPs only because it
gives personal information to a Minister to inform the
Minister about matters relevant to the Minister’s
responsibilities in relation to the agency.

Part 6 Miscellaneous

39 Nature of rights created by pts 1 to 3

)

2)

Except as provided for under the procedures set out in this
Act, an obligation imposed on an entity under part 1, 2 or 3
does not—

(a) give rise to any civil cause of action; or

(b) operate to create in any person any legal right
enforceable in a court or tribunal.

Subsection (1) does not limit chapter 5.
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Chapter 3 QPP codes and guideline

for permitted general
situations

Part 1 QPP codes

40

QPP codes

(1) A QPP code is a written code of practice about information
privacy. approved by regulation under section 43, that states—

(a) how 1 or more of the QPPs are to be applied or complied

with: and

(b) the agencies that are bound by the code, or a way of
determining the agencies that are bound by the code.

(2) A QPP code may also impose additional requirements to those
imposed by a QPP, to the extent the additional requirements
are not inconsistent with a QPP.

(3) A QPP code expires on the earlier of the following days—

(a) the day that is 5 years after the day the QPP code is
approved under section 43;

(b) if the QPP code states an expiry day—the stated day.

Agencies must comply with QPP codes

An agency must not do an act, or engage in a practice, that
contravenes a QPP code that is in effect and binds the agency.

Preparin PP codes

(1) The information commissioner or an agency may prepare a
draft QPP code or draft amendment of a QPP code and submit

the draft to the Minister for endorsement.
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2)

However, before the information commissioner or agency
submits the draft code or amendment to the Minister, the

commissioner or agency must—
(a) publish the draft on an accessible agency website; and

(b) invite the public to make submissions to the
commissioner or agency about the draft within a stated

period of at least 20 business days: and
(c) consider any submissions made within the stated period.

An agency must, immediately after publishing a draft QPP
code or draft amendment of a QPP code under subsection (2).

notify the information commissioner of the publication.

43 Approval of QPP codes or amendments of QPP codes

(@]

(6)

This section applies if a draft QPP code or draft amendment of

a QPP code is submitted to the Minister under section 42.

If the draft is submitted by an agency, the Minister must ask
the information commissioner for submissions about the draft.

The Minister must decide to endorse or refuse to endorse the
draft, having regard to—

(a) any submissions made by the information
commissioner; and
(b) any other relevant matter.

If the Minister endorses the draft, the Minister must

recommend to the Governor in Council the making of a
regulation approving the QPP code or amended QPP code.

The QPP code or amended QPP code—

(a) does not take effect unless it is approved by regulation;
and

(b) takes effect on the day prescribed by regulation for the
code or amended code.

The information commissioner must, as soon as practicable
after a regulation approving a QPP code or amended QPP
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code is made, publish the code or amended code on the
commissioner’s website.

Part 2 Guideline for permitted general

situations

44 Preparing guideline

(1) The information commissioner may—

(a) prepare a draft guideline about the collection, use or

disclosure of personal information to assist an entity
locate a person who has been reported as missing; and

(b) submit the draft to the Minister for endorsement.

(2) However, before the information commissioner submits the
draft guideline to the Minister, the commissioner must—

(a) publish the draft on the commissioner’s website; and

(b) invite the public to make submissions to the
commissioner about the draft within a stated period of at
least 20 business days; and

(c) consider any submissions made within the stated period.

45 Approval of guideline

(1) This section applies if a draft guideline is submitted to the
Minister under section 44.

(2) The Minister must decide to endorse or refuse to endorse the
draft.

(3) If the Minister endorses the draft, the Minister must

recommend to the Governor in Council the making of a
regulation approving the guideline.

(4) The guideline—
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(a) does not take effect unless it is approved by regulation;
and

(b) takes effect on the day prescribed by regulation for the
guideline; and

(c) expires 5 years after the day mentioned in paragraph (b).

(5) The information commissioner must, as soon as practicable
after a regulation approving a guideline is made under this
section, publish the guideline on the commissioner’s website.

Chapter 3A Mandatory notification of
data breaches

Part 1 Preliminary

46 Application of chapter

(1) This chapter applies in relation to personal information, other
than personal information in a document to which the privacy
principle requirements do not apply, held by an agency.

(2) However, this chapter does not apply to an agency that is an
APP entity under the Privacy Act 1988(Cwlth).

47 Meaning of eligible data breach

(1) An eligible data breach of an agency is a data breach of the

agency that occurs in relation to personal information held by
the agency if—

(a) both of the following apply—

(1) the data breach involves unauthorised access to, or
unauthorised  disclosure of, the  personal
information;
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b)

(i1) the access or disclosure is likely to result in serious
harm to an individual (an affected individual) to
whom the personal information relates, having
regard to the matters stated in subsection (2); or

the data breach involves the personal information being
lost in circumstances where—

(1) unauthorised access to, or unauthorised disclosure
of, the personal information is likely to occur; and

(ii) if the unauthorised access to or unauthorised

disclosure of the personal information were to
occur, it would be likely to result in serious harm to
an individual (also an affected individual) to

whom the personal information relates, having
regard to the matters stated in subsection (2).

(2) For subsection (1)(a)(ii) and (b)(ii), the matters are—

(a)

(b)
©
d)

D

B

D

the kind of personal information accessed, disclosed or
lost; and

the sensitivity of the personal information; and

whether the personal information is protected by 1 or
more security measures; and

if the personal information is protected by 1 or more
security measures—the likelihood that any of those
security measures could be overcome; and

the persons, or the kinds of persons, who have obtained,
or who could obtain, the personal information; and

the nature of the harm likely to result from the data
breach: and

any other relevant matter.
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Part 2

Assessment of suspected
eligible data breaches

48 Obligations of agencies in relation to data breaches

(@]

2)

This section applies in relation to a data breach of an agency if

the agency knows, or reasonably suspects, that the data breach
is an eligible data breach of the agency.

The agency must—

(a) immediately take all reasonable steps to contain the data
breach; and

(b) if the agency does not know whether the data breach is

an eligible data breach of the agency—assess whether
there are reasonable grounds to believe the data breach

is an eligible data breach of the agency.

An assessment under subsection (2)(b) must be completed

within—

(a) 30 days after the suspicion mentioned in subsection (1)

was formed: or

(b) if the period mentioned in paragraph (a) is extended
under section 49—the extended period.

After becoming aware or forming the reasonable suspicion of
the eligible data breach, including during an assessment of the
data breach under subsection (2)(b), the agency must—

(a) take, or continue to take all reasonable steps to contain
the data breach, and take all reasonable steps to mitigate

the harm caused by the data breach; and

(b) if the agency is aware the data breach may affect another

agency—give a written notice to the other agency of the
data breach that includes—

(1) adescription of the data breach; and
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4

(i1) a description of the kind of personal information
the subject of the data breach, without including
any personal information in the description.

The agency need not comply with subsections (2)(b) and (3
in relation to the data breach if—

(a) all of the personal information the subject of the data

breach is also the subject of a data breach of 1 or more
other agencies; and

(b) at least 1 of the other agencies has undertaken to
conduct the assessment in relation to the data breach.

49 Extension of period for assessment by agency

(@0)]

This section applies if an agency required to conduct an
assessment under section 48 is satisfied the assessment can

not reasonably be completed within the 30 day period
mentioned in section 48(3)(a).

The agency may extend the period within which the
assessment must be completed.

If the period is extended under subsection (2). the agency
must, within the 30 day period mentioned in section
48(3)(a)—

(a) start the assessment; and

(b) give a written notice to the information commissioner
stating—
(1) that the assessment has started:; and

(i1) the period within which the assessment must be

completed has been extended under this section;
and

iii) the day the extended period ends.

The information commissioner may ask the agency to provide

further information or updates about the progress of the
assessment.
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Part 3 Notifying eligible data breaches

Division 1 Preliminary

50 Application of part

(1) This part applies if an agency reasonably believes that there
has been an eligible data breach of the agency.

(2) However, division 2 does not apply in relation to the agency to

the extent an exemption applies to the agency under division
3.

Division 2 Notification

51 Agency must give statement about eligible data breach to
information commissioner

(1) The agency must, as soon as practicable after forming the
belief mentioned in section 50—

(a) prepare a statement that includes the information stated
in subsection (2); and
(b) give the statement to the information commissioner.
(2) For subsection (1)(a), the statement must, to the extent it is
reasonably practicable, include the following information—
(a) the information that must be included in a notification

given under section 53(2)(a) to (e). (h) and (i);

(b) a description of the kind of personal information the
subject of the data breach, without including any
personal information in the description;

(c) the agency’s recommendations about the steps
individuals should take in response to the data breach;
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(d) whether the agency is reporting on behalf of other
agencies affected by the same data breach and., if so, the
details of the other agencies;

(e) the total number or, if it is not reasonably practicable to
work out the total number, an estimate of the total

number of each of the following—

(1) all individuals affected or likely to be affected by
the data breach:;

(ii) affected individuals for the data breach:
(f) either—

(1) the total number of individuals notified of the data

breach or, if it is not reasonably practicable to work
out the total number. an estimate of the total

number: or

(ii) if section 57 is relied on, the total number of
individuals who would have been notified if that
section had not been relied on or, if it is not

reasonably practicable to work out the total
number, an estimate of the total number:;

(g) whether the individuals notified have been advised

about how to make a privacy complaint to the agency
under section 166A.

52 Further information to be provided

(1) This section applies if it is not reasonably practicable to
include any information required under section 51 when the
statement is given to the information commissioner under that
section, including, for example, the total number of
individuals mentioned in section 51(2)(e) or (f).

(2) The agency must take all reasonable steps to provide the
information to the commissioner as soon as practicable after
the statement is given.
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53 Agencies must notify particular individuals

(1) The agency must, as soon as practicable after the belief

mentioned in section 50 is formed—

(a)

if it is reasonably practicable to notify each individual
whose personal information has been accessed,

disclosed or lost—take reasonable steps to notify each
individual of the information mentioned in subsection
(2): or

if paragraph (a) does not apply and it is reasonabl

practicable to notify each affected individual for the data
breach—take reasonable steps to notify each affected
individual of the information mentioned in subsection
(2); or

if paragraphs (a) and (b) do not apply—publish the
information mentioned in subsection (2) on an
accessible agency website for a period of at least 12

months, other than information that would prejudice the
agency'’s functions.

(2) A notification under subsection (1) must, to the extent it is
reasonably practicable, include the following information—

(a)

S

EE

SR

the name of the agency and, if more than 1 agency was
affected by the data breach, the name of each other
agency:

the contact details of the agency or a person nominated

by the agency for the individual to contact in relation to
the data breach:

the date the data breach occurred:

a description of the data breach, including the type of
eligible data breach under section 47;

information about how the data breach occurred:
for a notification under subsection (1)(a) or (b)—

(1) a description of the personal information the
subject of the data breach; and

Current as at [Not applicable] Page 33

indicative only

Not authorised



Not authorised—indicative only

Information Privacy Act 2009
Chapter 3A Mandatory notification of data breaches
Part 3 Notifying eligible data breaches

[s 54]

(i1) the agency’s recommendations about the steps the

individual should take in response to the data
breach;

(g) for anotification under subsection (1)(c)—

(1) a description of the kind of personal information
the subject of the data breach, without including
any personal information in the description; and

(ii) the agency’s recommendations about the steps
individuals should take in response to the data

breach;

(h) if the data breach involved unauthorised access to or

disclosure of personal information—the period during
which the access or disclosure was available or made;

(i) the steps the agency has taken or will take to contain the
data breach and mitigate the harm caused to individuals
by the data breach;

() information about how an individual may make a
privacy complaint to the agency under section 166A.

(3) The agency must, as soon as practicable after a notice is
published under subsection (1)(c), provide the information

commissioner with information about how to access the

notice.
(4) The information commissioner must, after receiving the
information under subsection (3 ublish on the

commissioner’s website information about how to access the
notice for a period of at least 12 months.

54 Particular agencies may collect, use and disclose
relevant personal information for notification

(1) A regulation may prescribe—
(a) an agency (a disclosing agency) that may, under this

section, disclose relevant personal information to
another agency; and
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2)

3)

(b) an agency (a receiving agency) that may, under this

section, collect and use relevant personal information
from a disclosing agency and disclose relevant personal
information to the disclosing agency.

A disclosing agency may disclose relevant personal

information held by the agency to a receiving agency if the
receiving agency is the subject of an eligible data breach.

The receiving agency may collect and use relevant personal
information from a disclosing agency, and disclose relevant
personal information to the disclosing agency, if it is
reasonably necessary for the purpose of confirming—

(a) the name and contact details of a notifiable individual;
or

(b) whether a notifiable individual is deceased.

A disclosing agency or receiving agency is not required to
comply with a QPP in relation to the disclosure, collection or

use of relevant personal information under this section.
For subsection (2). an eligible data breach includes—

(a) a data breach that an agency reasonably believes is an
eligible data breach; and

(b) a suspected data breach of an agency mentioned in
section 61(1 whether or not the information

commissioner has made a recommendation under

section 61(4).

If a disclosing agency may. under an Act, enter into an
arrangement and charge a fee for the provision of personal
information kept by the agency under that Act, the agency
may do so under that Act in relation to personal information
that may be disclosed under this section.

In this section—

identifier, for an individual, means an identifier other than

solely the individual’s name. including, for example, a
number, that is—
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(a) assigned to the individual in relation to the individual’s
personal information by an entity for the purpose of
uniquely identifying that individual, whether or not it is

subsequently used other than in relation to the personal
information; or

(b) adopted, used or disclosed in relation to the individual’s

personal information by an entity for the purpose of
uniquely identifying the individual.

notifiable individual means—

(a) an individual mentioned in section 53(1)(a) or (b); or

(b) an individual the information commissioner

recommends should be notified under section 61(4).
relevant _personal information means the following

information about an individual—

the name of the individual;

the contact details of the individual:
the date of birth of the individual:

an identifier for the individual;

EeEEE

if the individual is deceased—the date of the
individual’s death.

Division 3 Exemptions

55

Exemption—investigations and proceedings

An agency need not comply with division 2 to the extent
complying with that division is likely to prejudice—

(a) an investigation that could lead to the prosecution of an
offence; or

(b) proceedings before a court or tribunal.
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56

Exemption—eligible data breach of more than 1 agency

(1) This section applies if—

(a) an agency is not required to comply with requirements

about assessing a data breach under section 48(2)(b) and

3) because section 48(5) applies to the agency: and

(b) another agency is required to comply with division 2 in
relation to the data breach.

(2) The agency need not comply with division 2 in relation to the
data breach.

Exemption—agency has taken remedial action

(1) This section applies in relation to an eligible data breach of an
agency if—

(a) for a data breach involving unauthorised access to, or
disclosure of, personal information—
(i) the agency takes action to mitigate the harm caused
by the data breach; and
(ii) the action is taken before the access or disclosure
results in serious harm to any individual; and

(iii) as a result of the action taken, the data breach is no
longer likely to result in serious harm to any
individual: or

(b) for a data breach involving the loss of personal
information—

(1) the agency takes action to mitigate the loss: and

(ii) the action is taken before there is unauthorised
access to, or disclosure of, the personal
information; and

(iii) as a result of the action taken. there is no
unauthorised access to. or disclosure of, the

personal information; or
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(c) for a data breach involving the loss of personal
information—

(i) the agency takes action to mitigate the loss; and

(ii) the action is taken after there is unauthorised
access to, or unauthorised disclosure of, the

personal information but before the access or

disclosure results in serious harm to any
individual: and

(iii) as a result of the action taken. the data breach is no

longer likely to result in serious harm to any
individual.

(2) The agency need not comply with section 53 in relation to the
eligible data breach.

Exemption—inconsistency with confidentiality provision
An agency need not comply with division 2 in relation to an
eligible data breach of the agency to the extent the compliance

would be inconsistent with a provision of an Act of the

Commonwealth or a State that prohibits or regulates the use or
disclosure of the information.

Exemption—serious risk of harm to health or safety
(1) An agency need not comply with section 53 in relation to an
eligible data breach to the extent compliance would create a

serious risk of harm to an individual’s health or safety, having
regard to, for example—

(a) whether the harm caused by complying with division 2

is_greater than the harm of not complying with that
division; and

(b) the currency of the information relied on.

(2) If an agency relies on this section, the agency must give a
written notice to the information commissioner stating—
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(a) the extent to which the agency is exempt from
complying with division 2 under this section; and

(b) whether or not the exemption is permanent or
temporary; and

(c) 1if the exemption is temporary—when the agency
expects the exemption will stop applying.

60 Exemption—compromise to cybersecurity

(1) An agency need not comply with section 53 in relation to an
eligible data breach if compliance is likely to—

(a) compromise or worsen the agency’s cybersecurity; or
(b) lead to further data breaches of the agency.

(2) The exemption applies only for the period during which a
matter mentioned in subsection (1)(a) or (b) continues to

apply for the agency in relation to the eligible data breach.

(3) If an agency relies on this section, the agency must give a
written notice to the information commissioner stating—

(a) the agency is exempt from complying with division 2
under this section; and

(b) when the agency expects the exemption will stop
applying; and

(¢) how the agency will review the application of the
exemption.

(4) The agency must—

(a) review the application of the exemption each month for
the period during which the exemption is relied on; and

(b) give the commissioner a summary of the review as soon
as practicable after it is completed.
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Part 4 Role of information
commissioner

61 Information commissioner may direct agency to give

statement and make recommendations

a

2)

BB

This section applies if the information commissioner
reasonably suspects a data breach of an agency may be an
eligible data breach of the agency.

The information commissioner may, after complying with
subsections (5) and (6), direct the agency by written notice to
prepare and give to the commissioner a statement providing
the following information—

(a) the name and contact details of the agency and, if more
than 1 agency was affected by the data breach, the name
of each other agency:

(b) a description of the data breach, including the kind of
personal information involved in the data breach;

(c) recommendations about the steps an individual who
may be affected by the data breach should take in
response to the data breach;

(d) any other information related to the data breach
requested by the commissioner.
The agency must comply with the direction.

If a direction is given under subsection (2), the information

commissioner may also, after complying with subsections (5
and (6), recommend to the agency that the agency notify
individuals under section 53 as if the agency reasonably
believed the data breach were an eligible data breach.

Before giving a direction under subsection (2) or making a
recommendation under subsection (4), the information

commissioner must invite the agency to make a submission to

the commissioner, within a reasonable period, about the data
breach.
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(6) Without limiting the matters the information commissioner
may consider, in deciding whether to give a direction under

subsection (2) or make a recommendation under subsection
(4). the information commissioner must have regard to the
following—

(a) any advice given to the information commissioner by a
law enforcement agency;

(b) any submission made by the agency under subsection

4).

Part 5 Investigations

Division 1 Authorised officers

62 Functions

The functions of an authorised officer are to monitor and
investigate whether an occasion has arisen for the exercise of

the information commissioner’s powers that relate to an
agency’s compliance with this chapter.

63  Appointment

The information commissioner may, by instrument in writing,

appoint an appropriately qualified person as an authorised
officer.

64 Identity cards

(1) The information commissioner must issue an identity card to
each authorised officer.

(2) The identity card must—
(a) contain a recent photo of the authorised officer; and
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(b) contain a copy of the signature of the information
commissioner and authorised officer: and

(c) identify the person as an authorised officer under this
part; and

(d) state an expiry date for the card.

65 Production or display of identity card

(1) In exercising a power in relation to a person in the person’s
presence, an authorised officer must—

(a) produce the authorised officer’s identity card for the
person’s inspection before exercising the power; or

(b) have the identity card displayed so it is clearly visible to
the person when exercising the power.

(2) However, if it is not practicable to comply with subsection (1),

the authorised officer must produce the identity card for the
person’s inspection at the first reasonable opportunity.

(3) For subsection (1), an authorised officer does not exercise a

power in relation to a person only because the authorised
officer has entered a place as mentioned in section 67(1)(b).

66 Return of identity card

If the office of a person as an authorised officer ends. the
person must return the person’s identity card to the
information commissioner within 15 business days after the
office ends unless the person has a reasonable excuse.

Maximum penalty—10 penalty units.
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Division 2 Entry of places occupied by
agencies

67 General power to enter places occupied by agency

(1) An authorised officer may enter an agency’s place of business,
or another place occupied by the agency, if—

(a) the agency has consented to the entry under section 68;
or

(b) the place is the agency’s place of business and—

(1) is open for carrying on the business; or
(i1) is otherwise open for entry.

(2) However, an authorised officer may enter a place under

subsection (1)(a) only if the information commissioner has
complied with section 68 before the entry is made.

(3) For subsection (1)(b), a place of business does not include a
part of the place where a person resides.

68 Information commissioner must give written notice of
entry

(1) Before an authorised officer enters a place occupied by an
agency under section 67(1)(a). the information commissioner
must, by written notice, ask the agency to consent to an
authorised officer entering the place under section 67(1).

(2) The notice must—

(a) explain the purpose of the entry, including the powers
intended to be exercised; and

(b) propose a reasonable date and time for the entry; and

(c) ask for the agency’s principal officer’s written consent

to the entry to be given to the information commissioner
within a stated reasonable period: and
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(d) if the place is the agency’s place of business, state that if

the written consent is not given to the commissioner
within the stated period, an authorised officer may,

under section 67(1)(b). enter the place on a stated
reasonable date and at a stated reasonable time.

(3) If the notice is given to an agency. the agency must take all

reasonable steps to facilitate entry by an authorised office